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Ring Signatures
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Ring Signatures

"How to Leak a Secret"



fn main(value: pub Field,
ring2: pub Ring2,

signature: Signature,
public key: PublicKey);




yntax — Rust like

struct Ring2 {
members: [PublicKey; 2],
}

p» Compile | Info e | Debug
fn m;ingvalue. pub Field, ring2: pub Ring2, public key: PublicKey, signature: Signature) {
let mut in_ring: bool =
if (equal public_keys(pub keyl: public key, pub key2: ring2.members[0])) {
in ring = true;
} else if (equal public keys(pub keyl: public key, pub key2: ring2.members[1])) {
in ring = true;

. verify signature: bool = eddsa::eddsa verify::<PoseidonHasher=(
public key.x,
public key.y,
signature.s,
signature.rx,
signature.ry,
value,

)5

assert(in_ring, true)
assert(verify signature,




— ey,
fn mainqivalue: pub Field,

ring2: pub Ring2,

signatuie—51ignature,
public key: PublicKey);




Ring2

fn main(value: pub Field,
public key: PublicKey,

signature+—Signature,

ring2: pub Ring2);

s




Ring2

struct Ring2 {

members: [PublicKey; 2],

}
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Proving backends

Proving Backends

» Barretenberg (UltraHonk / MegaHonk) by Aztec Labs

» Plonky2 by Blocksense

« Plonky2 by Eryx

e Sonobe (Nova, HyperNova) by OxPARC and PSE
e Plonky3 by Josef (needs updating)

» HaloZ by Ethan (needs updating)
e Groth16 (needs updating)
e Marlin (needs updating)



Barrentenberg

Proving Backends

@Barretenberg (UltraHonk / MegaHonk) by Aztec Labs

« Plonky2 by Blocksense

* Plonky2 by Eryx

e Sonobe (Nova, HyperNova) by OXPARC and PSE
o Plonky3 by Josef (needs updating)

» Halo2 by Ethan (needs updating)
e Groth16 (needs updating)
« Marlin (needs updating)
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*zero-knowledge: 1985
*snark: 1998 TRUSTED
SETUP

*Applied SNARK: 2012
*STARK: 2018



Use case 1:
blockchain



Use case 2:
ID



Alternatives:
zk-vm



Alternatives:
circom
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